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One of the most critical issues in a high-security VPN solution is the integrity and confidentiality 
of the encryption keys. The production, distribution and storage of these keys are essential to 
the overall security of such a system. To provide the highest possible quality, the SecuriVPN 
system includes a high-grade key production system where encryption keys are generated 
with hardware-based mechanisms.

System overview
The Key Production System is a stand-alone system 
that can generate all the encryption keys needed in a 
SecuriVPN system:
 Device Ignition Keys
 Master Keys
 Shared Keys

Any customer can manage the key production 
themselves, but it can also be provided as a service 
from an authority, a service provider or Advenica. 
The system consists of a Key Generation unit and a 
Key Generation Application. 
 The Key Generation unit generates the encryption 
keys. It has a built-in high-class true random number 
generator, which guarantees the quality of the key 
material.

 The Key Generation Application is used to manage 
the key production. The application has an easy-to-
use graphical user interface where simple wizards 
guide the user through the process of generating and 
exporting the encryption keys.

Customisation
Customers may prefer to use their own nationally 
approved random number generator. In that case, 
interfaces can be implemented on a project basis.

Security features
 Black keys (all keys are encrypted until they are 

used in an encryption unit)
 Hardware-based, true random number generator
 Tamper-evident chassis
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The key production process consists of the fol-
lowing steps:

 Planning – estimation of number of keys required, 
key sequence planning, key validity decisions, receiving  
units etc.

 Order – the information gathered during planning 
is entered into the Key Generation Application and 
transformed into a Key Order containing all informa-
tion required by the Key Generation unit to produce 
the keys.

 Production – the Key Generation unit generates the 
encryption keys specified in the Key Order.

 Distribution – the produced encryption keys are ex-
ported to PIN-protected smart cards. Keys are always 
distributed as encrypted, so called black keys, ensur-
ing that plain text keys are never exposed outside of 
the production system. The keys are not un-wrapped 
until they are loaded and used by the encryption unit.

In future releases of the SecuriVPN system it will also be 
possible to distribute encryption keys online using the 
Central Administration System.
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